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(Author “THE SLURP” on line 1997/98)
Probably somebody said you that you can say no.
Well, remember only one thing: if you can say no,
you can also say yes.

If you feel to do something — you have the right to
do it. It is you that may choose.

Sometimes the friends you have fun with may ask
you not to tell others what you have done
together. This often happens when your friends
are adults.

The reason for this is simple: if people finds
out that you have done something with an adult
boy friend, or girl friend, they may put him or
her in jail, and so destroy his or her life. Do you
know what happens to you when people knows
about this? You go to therapy.

Therapy means that you will be subject to
someone who will try to convince you that all you
have done with your friend is a horrible thing and
your friend is a horrible person too.

Thay may also give you some drugs to make you
stay calm. So you become a sick person.

One of the Italian nationals arrested was
subsequently found as being a reference
point of the Italian editorial agency within the
“pedophile ideology” website : “Danish
pedophile Association” .

Several Italian subjects from the above-
mentioned editorial agency assumed Danish
nicknames and they declared themselves
being pedophiles loving children.

Many investigations followed in the
framework of the so called “cultural
pedophilia” all representing great challenges
sometimes concluded successfully.

Right to freedom of expression ?

Protection of Privacy ?

Investigative scepticism?

What is nowadays still safeguarding “cultural
pedophilia”?
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BOYLOVER-DAY

Every year is celebrated a “boylover —
day that has a blue light candle as
symbol.

In many sites many groups of
associated arrange to meet each other
in the web to share the common
interest.

But is suspected they arrange real
meetings that could involve children.

Even if there is no intelligence to
suggest that these subjects have been
physically abusing children, what
could we think about habits ,
opportunities and sharing about child
abuse?

DEFINITION AND CATEGORIES OF CHILD
ABUSE MATERIAL :

Today is perhaps more important to conduct a
deeper analysis of those ways which are
inducing or favouring introduction on the web
paying attention to:

Objectives - background

Example of
stolen family |
web album |
found in a
pedophile
collection




BOYLOVE DAY MONITORING 2007

The IBLD site was linked and backlinked to three kind of sites : expression of freedom,
pyscho, homosex thematic areas
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DEFINITION AND CATEGORIES OF CHILD
ABUSE MATERIAL

“A distinction Optional Protocol to the International
must be made Convention on the Rights of the
between eroticism Child (November 20 1989) on
and pornography; the trade of children, child
the media have prostitution, and child
blurred the pornography, representing

disparity to an
unforgivable
degree. For those

children at the United Nations.
As far as concerns child abuse

' intelligent enough crime, it is defined as “every
to recognize the representation by whatsoever
difference, erotica means of a child involved in
will continue to explicit sexual activities, real or
hold a unique ! simulated or any representation
fascination. Social of sexual organs of a child for
evils should not’ purposes explicitly sexual;"
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DEFINITION AND CATEGORIES OF CHILD
ABUSE MATERIAL

Flle Modifica Visuglizza  Preferiti  Strumenti 2 __ O COU"C" Of Europe Convention on the Protection Of
Quiere - Q- [{] @ () Peoa forsmn @nimese @ -1 3 - §L Children against Sexual Exploitation and Sexual
iz v Bva caleganens » Abuse - Lanzarote, 25.X.2007

O Article 20 — Offences concerning child
pornography

0 1 Each Party shall take the necessary
legislative or other measures to ensure
that the following intentional conduct,
when committed without right, is
criminalised:

m &L 1549
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DEFINITION AND CATEGORIES OF CHILD
ABUSE MATERIAL

a producing child pornography;

b offering or making available child pornography;
c distributing or transmitting child pornography;
d procuring child pornography for oneself or for
another person;

e possessing child pornography;

f knowingly obtaining access, through
information and communication technologies, to
child pornography.

2 For the purpose of the present article, the
term “child pornography” shall mean any
material that visually depicts a child engaged
in real or simulated sexually explicit conduct
or any depiction of child’s sexual organs for
primarily sexual purposes
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("™ Operation Koala
1

ud \ Poca Spries @ @ B3 LUK B
mf 2 LETE by Australian pollce showing the rape of 2

young girls

o Offender and 2 victims, aged 9 and 11,
identified in Belgium

o Producer of the video identified in Italy

o0 |talian national owns a website on which
he sells child erotica and child abuse
material

FATE o [Italian owns a studio in Ukraine

12 years old 13 years old 12 years old 7 years old
16 VIDEOS 6 VIDEOS 32 VIDEOS 4 VIDEOS 11 VIDEOS
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< “ Operation Koala

File  Modifica
) ud \ Powe Jorien @ B 55 LH B
Indi

Netherlands to produce video material

Overall 150 videos lasting between 30 min. — 1
hour per video

21 Ukrainian victims identified

Customers from all over the world

50,000 e-mails to and from customers recovered
Data and video analysis at Europol

TATE

12 years old 13 years old 12 years old 7 years old
16 VIDEOS 6 VIDEOS 32 VIDEOS 4 VIDEOS 11 VIDEOS

*lr ., i’i
\ §

Centro Nazionale Per il Contrasto della Pedopornografia On-Line




PAY x VIEW LAW 38/06

— : Section . 14-quinquies. - ( Financial measures
Lo 2651098 14 I for combating commercial exploitation
e - < . of child abuse material ). -

1. The Centre shall forward to the Italian
Exchange Bureau (UIC), for further
dissemination to banks and electronic
payment companies, Poste Italiane S.p.A. and

f financial intermediaries providing for payment
B e s o test purchase services, any information as under subsection

child abuse material on line 14-bis concerning those individuals receiving
payments in relation to trading any child
sexual exploitation material on the INTERNET
or on other communication networks.

...that's what we did..
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PAY x VIEW

L 269 1995 Art, 14
L aiberarer fmrestipmtions

Our legislation allows to test purchase
child abuse material on line

...that's what we did..

b

LAW 38/06

2. Banks and electronic payment companies,
Poste italiane Spa and financial intermediaries
providing for payment services, shall notify the
UIC all available information concerning any
relationships and transactions associated
with those individuals as identified under
subsection 1.

3. For the purposes of this subsection as well
as of subsection 14-bis the UIC shall
provide the Centre with all information
obtained under subsection 2.
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PAY x VIEW LAW 38/06

4. Any agreement between banks, electronic

——— payment companies, Poste italiane Spa

Uasbvrseer iarestigtions .‘. or financial intermediaries providing for payment
services, and those individuals as mentioned in

subsection 1 shall be cancelled and made

ineffective, in relation to

the use of payment cards by such individuals.

: ,r 5. The Centre shall submit all information
'g available concerning any payment card holder

RN SeWS [n fesl purchase = using a payment card for purchasing material
related to child sexual exploitation on the
INTERNET or other communication networks to
the relevant bank, electronic payment
company, Poste Italiane Spa, or financial
intermediary issuing such payment card.
They may also request the holder any possibile
information and subsequently cancel
the holder authorisation to use payment card.

child abuse material on line

...that's what we did..
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Forensic analysis
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More frequently
forensic analysis
allowed
investigations on
p2p to reach
production,
commerce and




Law enforcement
response

Pedophile demand

.....Ilt is unrealistic, at this moment in
time, to think that we can aim to
completely prevent the sexual
exploitation of children via the Internet.
It is also unrealistic to attempt to remove
all existing child abuse images from
circulation. Emerging technology,
combined with a lack of co-ordinated
and united, world-wide international
response, mean that these problems
cannot readily be solved.

One strategy is aimed at disrupting child
abuse offenders* activity, and restricting
access to Internet child abuse
material......

From Cospol/Circamp action plan 2005
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Pedophile demand

Law enforcement

response

Ministero dell Internc

Dipartimento defla Pubblica Sicurezza
Servizio Polizia Postale e delle Comunicazioni

A 4 s 4
=polizia
‘deite comunicazioni

STOP !

PAGINA INTERDETTA DAL CENTRO NAZIOMALE PER IL CONTRASTO ALLA PEDOPORNOGRAFIA SULLA RETE INTERNET

1l tuo browser sta tentando di raggiungere un sito Internset contenente immagini e filmati pedopornagrafici.
La detenzione, la distribuzione, |a produzione, la commercializzazione di tale materiale prevedono I'applicazione di gravi
sanzioni in base alla legge penale italiana e sono perseguibili anche ad opera di forze di polizia estere.

Nessun dato relativo al tuo ip address od altra traccia utile ad identificarti verra reaistrato.

L'inibizione dell'accesso a questo sito & prevista dalla legge n. 38/2006 ed & stata operata al fine di impedire la
commissione e la documentazione di violenze sessuali a minori degli anni diciotto. Questo servizio di protezione della
navigazione sulla rete Internet & predisposto grazie alla collaborazione tra il "Centro Nazionale per il Contrasto alla

Pedopornografia sulla rete Internet” e gli Internet Service Provider italiani.

Your browser is trying to contact an Internet site that is used in connection with distribution of photos depicting sexual
abuse of children. This is a criminal offence in accordance with the italian penal code.

No information about your ip address or any other information that can be used to identify vou willbe stored when you this
page is displaved.

The purpose of blocking access to these pages is only to prevent the commission of criminal dissemination of
documented sexual abuse, and to prevent the further exploitation of children who have already been abused and
photographed. This is a prevention service provide from italian Internet Service Provider and the italian "National Centre

for Combating On-line child pornography”.
4
s,

Cospol InternetRelated Child Abusive Material Project

Ii filtro antidistribuzione dd materiale pad grornografice & parte ddll iniziativa "'CIRCAMP" (@spal Internet Related Child Abusive Material Project).
Tale progetio & stato avviate dalla 'TaskForee" dei capi delle polizie eurgpes per combattere la criminalitd organizzata che g es tisce il commercio di
mataidprodetio mediantelutilizzo sess uale der minar.

The Child sexual duse anti-disinbution filter in part of the "CIRCAMP" (Cospol Intenet Adated Child Abusive Material Project). Theproject is
initiated by the suropean police chisf tas k-force - aimed at combating organized criminal grasp behind canmercial sexud exploitation of children.
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Area Activity

\/ |
RA.C

Web Image
Monitoring Analysis

Technical Investigative \
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THANKS FOR YOUR ATTENTION
E lvira D ‘amato
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